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e TLS (Cloudflare)

e HTTP (BB =. FIEXR)

e HTTPS (Cloudflare. Google)
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<html>
<script src="harmful.|s”
<script src="a.|s”

<html>
<script src="a.|s”




Content-Security-Policy:

directive: rules;

default-src 'none’;
script-src 'selt’;
connect-src ‘self’;
img-src 'selt’;
style-src 'selt’;
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» Transmission Control Protocol, Src Port: 58574, Dst Port: 443, Seq: 1, Ack: 1, Len:
v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.0 (0x0301)

Length: 512

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 508
Version: TLS 1.2 (0x0303)
» Random

Session ID Length: 32
Session ID: 5b0@38ede7eb9ffb3edd5daba54c8c51632190d46ff71e549...
Cipher Suites Length: 34

Cipter Suite: Unknown (@x6a6a)

Cipter Suite: Unknown (0x1301)

Ciprer Suite: Unknown (0x1302)

Cipter Suite: Unknown (0x1303)

Ciprer Suite: DSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
TH_AES_128_GCM_SHA256 (@xc@2f)
_AES_256_GCM_SHA384 (0xc02c)
S_256_GCM_SHA384 (0xc930)
HACHA20_POLY1305_SHA256 (@xcca9)
HA20_POLY1305_SHA256 (@xcca8)
128_CBC_SHA (@xc013)
256_CBC_SHA (0xcf
_SHA256 (0x009
SHA384 (0x00

3C_SHA (0x002f)

: TLS_ECDHE_ RSA
ite: TLS_ECDHE_ECDSA_!
uite: TLS_ECDHE_RSA_WITH
Suite: TLS_ECDHE_RSA_WITH_
Suite: TLS_ECDHE_RSA_WITH_/
Suite: TLS_RSA_WITH_AES_12¢
Suite: TLS_RSA_WITH_AES_25

: TLS_RSA_WITH_AES_1

TLS_RSA_WITH_AES_128_GCM_SHA256
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HTTP Strict-Transport-Security

Strict-Transport-Security: max-age=<expire-time>

expires: Tue, 22 May 2018 13:10:24 GMT
npm-cost: 1

npm-remaining: 99

server: cloudflare

status: 200

strict-transEort-securig: max—age=31536000 |

vary: x-requested-with, x-spiferack, Accept-Encoding

x-clacks-overhead: terry pratchett
| ——————————————— ettt ettt ettt ettt
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512{i/HYRSA

The purpose of the Faa$S (Factoring as a Service) project is to demonstrate that 512-bit
integers can be factored in only a few hours, for less than $100 of compute time in a public
cloud environment. This illustrates the amazing progress in computing power over time, and

the risk of continued use of 512-bit RSA keys.

ELBETRS L, S12URNENFAIEZVNTARIVO/#E, FRAEI$100

https://github.com/eniac/faas



MRZENMEBER

https://wiki.mozilla.org/Security/Server_Side_TLS

Modern compatibility

For services that don't need backward compatibility, the parameters below provide a higher level of security. This configuration is compatible wit
Opera 17, Safari 9, Android 5.0, and Java 8.

e Ciphersuites: ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-CHACHA20-POLY1305:ECDHE-RSA-CHAI
SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA384:ECDHE-ECDSA-AES128-SHA256:ECDF

e Versions: TLSv1.2

» TLS curves: prime256v1, secp384r1, secp521r1

» Certificate type: ECDSA

» Certificate curve: prime256v1, secp384r1, secp521r1
« Certificate signature: sha256WithRSAEncryption, ecdsa-with-SHA256, ecdsa-with-SHA384, ecdsa-with-SHA512
» RSA key size: 2048 (if not ecdsa)

» DH Parameter size: None (disabled entirely)
» ECDH Parameter size: 256

» HSTS: max-age=15768000

» Certificate switching: None

0xC0,0x2C -~ ECDHE-ECDSA-AES256-GCM-SHA384 TLSvl.2 Kx=ECDH Au=ECDSA Enc=AESGCM(256) Mac=AEAD
0xC0,0x30 -~ ECDHE-RSA-AESZ256-GCM-SHA3B4 TLSvl1l.2 KX=ECDH Au=RSA Enc=AESGCM(256) Mac=AEAD
0xCC,0xA9 -~ ECDHE-ECDSA-CHACHA20-POLY1305 TLSvl.2 Kx=ECDH Au=ECDSAR Enc=ChaCha20(256) Mac=AEAD
0xCC,0xAB - ECDHE-RSA-CHACHA20-POLY¥1305 TLSv1l.2 Kx=ECDH Au=RSA Enc=ChaCha20(256) Mac=AEAD
0xC0,0x2B - ECDHE-ECDSA-AES128-GCM-SHA256 TLSvl.2 Kx=ECDH Au=ECDSA Enc=AESGCM(128) Mac=AEAD
0xC0,0x2F - ECDHE-RSA-AES128-GCM-SHA256 TLSv1l.2 Kx=ECDH Au=RSA Enc=AESGCM(128) Mac=AEAD
0xC0,0x24 -~ ECDHE-ECDSA-AES256-SHA384 TLSv1l.2 Kx=ECDH Au=ECDSA Enc=AES(256) Mac=SHA384
0xC0,0x28 - ECDHE-RSA-AES256-SHA384 TLSv1l.2 Kx=ECDH Au=RSA Enc=AES(256) Mac=SHA384
0xC0,0x23 -~ ECDHE-ECDSA-AES128-SHA256 TLSvl.2 Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHA256
0xC0,0x27 -~ ECDHE-RSA-AES128-SHAZ56 TLSvl.2 KX=ECDH Au=RSA Enc=AES(128) Mac=SHA256
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