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perpetrated by outsiders.

25% .

involved internal actors
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conducted by state-affiliated actors,

3% 1

featured multiple parties

2% 1

involved partners

@ What tactics do they use?

62% I

of breaches featured hacking

51%

over half of breaches included malware.

81% N
of hacking-related breaches leveraged either
stolen and/or weak passwords,
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were social attacks.
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Errors were causal events in 14% of breaches
The same proportion involved privilege misuse
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involved organized criminal groups Physical actions were present in 8% of
breaches.
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of breaches alfected linancial organizations

of breaches irvolved healthcare organizations.

Public sector antities were the third most
prevalent breach victim at 12%.

Retail and Accommodation combined to
account for 15% of breaches.
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